MOSES [1] an EC funded project, is intended to build upon the results of previous IST projects acting in the multimedia content security field in order to expand and enhance them along three complementary directions: standards compliance, IPMP functionalities and supported platforms. This approach, recognising content provider and user needs, and validated in trials will ensure interoperable global content delivery.
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Compliance to standards -Extending the OPIMA interfaces and architecture to achieve compliance with the most recent security standards, some of which are still in the making, like MPEG IPMP Extensions and DVB-CPCM. In the course of this process, MOSES also intends to bring contributions to relevant standard bodies under a coordinated European perspective, as well as suggestions for harmonizing the different standards in order to achieve interoperability.
IPMP functionalities -Expanding the scope as regards business models to encompass operational scenarios where the full set of functionalities pertaining to IPMP systems is implemented and tested, including means for controlling copying, moving, exporting and importing protected content as well as the relevant business and service data. To that end, MOSES is going to set up trials with real users who will exchange valuable content in a fully interconnected environment, where peer-to-peer interaction models will be applicable besides the classical client-server one. Particular care will also be taken to involve and consult with all members of the multimedia "value chain" from content creators through to retailers and payment organisations.
Supported platforms -Porting legacy secure infrastructures to devices other than the PC, addressing typical CE platforms like mobile terminals and set-top boxes. Working in this strategic area, where the European industry has proved particularly competitive, is expected to deliver a number of technical benefits to the development. These include the possibility of producing highly optimised code as well as a chance to exploit the hardware-based security features of embedded devices to deliver more tamper-resistant implementations. In doing this, the Project will also keep and eye to the important requirement that MOSES' code remain as much platform and vendor independent as possible, so that its results can be exploited by the largest number of players in Europe.
Technical Approach
The MOSES workplan has been split into six Work Packages that can be grouped into the following four Work Areas.
• Work Area 1: Business models, security analysis, requirements and specifications: WP1.
• Work Area 2: Technical development and implementation (MPEG IPMP Extensions and IPMP Tools): WP2, WP3.
• Work Area 3: Integration, porting to hardware, user trials, demonstrations and results validation: WP4, WP5.
• Work Area 4: Project coordination and management: WP6. WP1 is devoted to the selection and specification of a set of business models of interest for the multimedia industry. Such models will need an accurate analysis in order to clearly extract and describe security concerns that their deployment in the real world may require. This analysis will constitute the foundation of criteria used for the provision of system specifications and requirements.
According to outcome from WP1, the Work Packages belonging to Work Area 2 can start the implementation of suitable tools building the whole system. In particular WP2 will be devoted to the development of facilities in the framework of MPEG IPMP Extensions. The MPEG-4 IPMP Extensions framework [2] , shown in Figure 3 , aims at overcoming the current limitations regarding interoperability of the MPEG-4 "hooks" approach [3] , also shown in Figure 3 as little circles. The normative "hooks" provide means for proprietary IPMP Systems to plug-in to any MPEG-4 player. The MPEG-4 IPMP Extensions to "hooks" approach add further normative means, such as messages. These normative messages, when coupled with conceptual entities such as a message router and a tool manager, enable an MPEG-4 player to also enquire, locate, download and install IPMP Tools locally or instantiate them remotely and in a secure way. The latter is achieved using also normative mutual authentication protocol negotiation mechanisms. Therefore, the MPEG IPMP Extensions framework provides a higher level of interoperability in terms of both protected content and IPMP Tools. The MPEG IPMP Extensions framework is also mapped to MPEG-2 Systems.
WP3 will be devoted to watermarking based IPMP tools supporting means for controlling copying, moving, exporting and importing protected content as well as the relevant business and service data. The work of development in these WP's will constantly provide and receive feedback to and from WP1 in order to assure a consistent and secure implementation.
A dedicated WP4 will be devoted to the integration of the different tools and components coming from WP2 and WP3. WP4 will also handle the porting of developed and integrated tools to real hardware platforms of interest while WP5 will handle the deployment of field trials, public demonstrations and industrial feedback.
Expected Achievements/Impact
MOSES will represent a unique opportunity for the partners to develop and assess techniques for the controlled access and management of digital information to master such critical issues as content protection and contracts enforcement mechanisms under a system perspective, as well as to simulate and verify the consistency of the whole end-to-end production/delivery/consumption chain, anticipating solutions that will be expected to find their way in the marketplace. The final deliverables of the project will investigate the applicability of the above systems in a closely-monitored trial environment, and will point the way for subsequent successful exploitation of the technologies gathered together in the project. What MOSES intends to add to the state of the art is something that is more close to market needs and more directly usable by businesses willing to sell digital information on-line than a normative framework (standard), though it represents an essential starting point. In fact, the most valuable feature of the MOSES project will be the integration of diverse tools into a single hardware based standard compliant system that will provide an overall framework suitable for validating applications and business models in the area of multimedia content distribution with IPR protection and management; and this will be done for the first time by putting together and harmonising the results of the various standard bodies active in the field.
Project year 1 will be devoted to defining operational scenarios, requirements and specifications for the components and subsystems; meanwhile, technical activities will set up a first implementation of the MOSES system, possibly complaint to MPEG IPMP Extensions and DVB-CPCM.
Project year 2 will be spent porting the client of this end-to-end MPEG-4 secure infrastructure to typical CE platforms based on open development suites, like WinCE and DVB-MHP.
